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Security M easuresfor M obileBanking

Mobilebankingisoneof themost significant technol ogical innovationsof the21st century. Timesaving
ismostimportantin today'sbusyworld. It allowscustomersof aparticular bank todotheir daily banking
on their smart cell. Thisisvery useful hi-tech phenomenon which not only helpsto customersbut also
tothebanksnowit hasbecomeabuzzin theworld of banking. Consultative Group to Assist the Poorest
(CGAP) and Microsoft Research India (M SRI) arecollaborating on joint resear ch to better understand
theneedsof peoplewho havelowlevelsof literacywhen it comestotechnology. Thismeansto knowhow
to design something that would be of useto anilliterate person. I n addition tothefocal research on User
I nterface design, the M SRI-CGAP collaboration will also involve joint explorationsin understanding
the social and economic context and impact of mobile-banking on poor households. Mobile banking
isasystemthat allowscustomersof afinancial institution to conduct a number of financial transactions
through a mobile device such asa mobile phone or personal digital assistant.

Keywords: Financial Transactions, Digital Assistant Fraudulent Developers, Personal Identification

Number, Ensure Confidentiality

Introduction:

M obilebankingdiffersfrommobilepay-
ments, which involve the use of amobile device
to pay for goods or serviceseither at the point of
saleor remotely?, anal ogoudly tothe useof adebit
or credit cardto affect an electronicfundtransfer
at point of sale (EFTPOS) payment. The earliest
mobilebanking serviceswereoffered over SM S,
aserviceknown as SM Sbanking. Withtheintro-
duction of smart cellswithWirelessApplication
Protocol (WAP) support enabling the use of the
mobile web in 1999, the first European banks
startedto offer mobilebankingonthisplatformto
their customers.?

M obile banking has until recently most
oftenbeen performedviaSM Sor themobileweb.
Applesinitial successwithI-Phoneandtherapid
growth of phones based on Google's Android
(operating system) have led to increasing use of
specia client programs, called apps, downl oaded
tothemobiledevice. Withthat said advancements
in web technologies suchasHTML5, CSS3 and
JavaScript have seen more banks launching mo-
bile web based services to complement native
applications. A recent study (May 2012) by Mapa

Research suggeststhat over athird of banks® have
mobile device detection upon visiting the banks
mainwebsite. A number of things can happen on
mobile detection such as redirecting to an app
store, redirection to a mobile banking specific
website or providing a menu of mobile banking
options for the user to choose from.

Object of Mobile Banking:-

Themain part of every new inventionis
the abject of that particular thing by with we can
getthatwhat istheentity behindthat andinpresent
situation without any profit giving material cus-
tomer does not attract towards any business.
Although each and every producers and users
want money-making scheme, so the head of the
all banksRBI hasgivensomerulesandregulation
for adoptingthisnew technol ogy sothat any banker
does not get any type of chance to become dicta-
torinhisfield.

RBI Guidelines on mobile banking transa
ctions* 1. Regulatory and Supervisory Issuesi.
Only bankswhich arelicensed and supervisedin
Indiaand haveaphysical presenceinindiawill be
permittedtooffer mobilebankingservices. ii. The
services shall be restricted only to customers of
banks and holders of debit/credit cardsissued as
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per the extant Reserve Bank of India guide
lines.

iii. Only Indian Rupee based domestic services

shall be provided. Use of mobile banking ser

vicesfor cross border transfersisstrictly pro
hibited.

Banks may also use the services of Business

Correspondent appointedin compliancewith

RBI guidelines, for extending thisfacility to

their customers.

v. Theguidelinesissuedby theReserveBank on
‘Risks and Controlsin Computersand Tele
communications videcircular
DBS.CO.ITC.BC.10/31.09.001/ 97-98dated
4" February 1998 will apply mutatismutandis
tomobilebanking.

vi. The guidelinesissued by Reserve Bank on
"Know Your Customer (KYC)","Anti Money
Laundering(AML)" and combatingtheFinanc
ingof Terrorism(CFT) fromtimetotimewould
beapplicabl etomobilebased banking services
aso.

. Only bankswho haveimpl emented core bank
ing solutionswould be permitted to provide
mobilebanking services.

.Banksshall file Suspected Transaction Report
(STR) to Financial Intelligence Unit - India
(FID-IND) for mobilebankingtransactionsas
in the case of normal banking transactions.

2.Registration of customersfor mabileservice

i. Banksshall put in place asystem of document
based regi strationwith mandatory physical pres
ence of their customers, before commencing
mobilebanking service.

ii. Onregistration of the customer, thefull details
of the Terms and Conditions of the service of
fered shall be communicated to the customer.

3. Technology and Security Standards
Information Security ismost critical tothebusi-

nessof mobilebankingservicesanditsunderlying
operations. Therefore, technology used for mo-
bile banking must be secure and should ensure
confidentiality, integrity, authenticity and non-repu-
tability.

4. Inter-operability

i. Banksoffering mobile banking service must
ensurethat customershaving mobil e phones of
any network operator isinapositionto avail of

vii

vii

theservice. Restriction, if any, tothecustomers
of particular mobile operator(s) ispermissible
only duringtheinitial stagesof offeringtheser
vice, up to amaximum period of six months
subject to review.

. Thelong term goal of maobile banking frame
workinIndiawould beto enable fundstransfer
from account in one bank to any other account
in the same or any other bank on areal time
basis irrespective of the mobile network a cus
tomer has subscribed to. Thiswould require
inter-operability between mobilebanking ser
viceprovidersand banks and devel opment of a
host of message formats. To ensure inter-oper
ability between banks, and between their mo
bilebanking serviceprovidersbanksshal | adopt
the message formats like 1SO 8583, with suit
able modification to address specific needs.

5. Clearing and Settlement for inter-bank

funds transfer transactions

Tomeet theobjective of anation-widemobile
bankingframework, facilitatinginter-bank settle-
ment, arobust clearing and settlement infrastruc-
ture operating on a 24x7 basis would be neces-
sary. Pending creation of such a national infra-
structure, banks may enter into bilateral or multi-
lateral arrangement for inter-bank settlements,
with express permission from Reserve Bank of

India, wherever necessary.

6. Customer Complaints and Grievance

Redressal M echanism

Thecustomer /consumer protectionissuesassume

aspecial significancein view of the fact that the

ddivery of bankingservicesthroughmobilephones
isrelatively new.

7. Transaction limit

i. A per transaction limit of Rs. 2500/- shall be
imposedonall MobileBankingtransactionssub
jecttoan overall cap of Rs. 5000/- per day, per
customer.

ii. Banks may also put in place monthly transac
tion limit depending on the bank's own risk per
ception of the customer.

8. Board approval
Approval of theBoardof Directors(Local Board
in caseof foreign banks) for the product asal so
therelated security policies must be obtained
before launching the scheme.
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9. Approval of Reserve Bank of India

Banks wishing to provide mobile banking ser-
vices shall seek prior one time approval of the
ReserveBank of India, by furnishingfull detailsof
the proposal.

Security Measuresto Be Taken By Banksand

M obileNetworksto Prevent MobileBanking Fraud:
The security measures that must be adopted to
prevent such threats have to be divided into two
broad categoriesviz, the steps to befollowed by
the bank and those to be followed by the bank's
customers. Oneimportant step that all banks can
takeistoprovideanofficial mobilebankingappli-
cation to its customers that prevents them from
using an application developed by another indi-
vidual or entity. Thishelpsusersfromfallinginto
‘phishing’ traps set by fraudulent devel opers.

Secondly, a secure and encrypted data
transfer must be enabled between the user cell
phone and the service provider, in this case, the
telecomcarrier.All further connectionstothebanks
serversshoul d bedonethrough dedicatedlinesor
virtua privatenetworks. Thirdly, transactionsthat
ask for credit or debit must passthrough multiple
level sof authentication such asauthenti cation of
thecell phone, the customer identification number
and the secret mobile PIN or personal identifica-
tion number allotted to a customer.

Fourthly, at any timeduringatransaction,
the PIN must not be allowed to be transferred as
plain text. It should be encrypted and must be
interpretedonly at thesendingandreceivingends.?
Finding:

Role of Consumer protection Act

Consumer protectioninIndiaiscovered
by both statutory regulationand by voluntary mem-
bership bodies. Key playersin consumer protec-
tionincludethe Reserve Bank of India(RBI), the
Banking Codes and Standards Board of India
(BCSBI), the Banking Ombudsman, the Indian
Banking Assaciation, and Consumer Courts as
well as banks with internal customer service
mechanisms.

First, RBI,amainregulator for banksand
other financial institutions, establishesregulation
and policy related to consumer protection. For
instance, there are anumber of circularsrelating
tofair practicesat NBFCs. Additionally, the2011
NBFC-MFI Directionsincludesevera provisions

on pricing, transparency, recovery methods, and
avoi danceof multiple-borrowing. Secondly, banks
play aroleinconsumer protection by adheringto
RBI issuedregulationsand guidelines, suchasthe
GrievanceRedressal M echanisminBanksaof 2008.
Thiscircular advisesbankstoimplement aninter-
nal customer servicemechanismthat receivesand
addresses complaints fromits customersand re-
solves complaintsin afair and efficient manner.
Theseguidelines, whicharefurther explainedina
model document released by the Indian Banks
Assaciation, are al so stipulated by the BCSBI.

Similarly, theRBI Circular onthe Use of
BusinessFacilitatorsand BusinessCorrespondents
of 2006 requireseach bank toestablish"grievance
redressal machinery" toredresscomplaintsabout
servicesrendered by businesscorrespondentsand
businessfacilitatorsandwidely publicizethisma-
chinery through el ectronicand print media. These
consumer-protectionrel ated requirementsarefur-
ther elaboratedinthe2010 Guidelinesfor Engag-
ing Business Correspondents.

In a majority of the states in India, the
RBI has set up local Banking Ombudsmen, who
act asarbiters of customers' disputeswith banks.
At an appellate level, ombudsmen handle com-
plaints and grievances that have not been fully
resolved by thebanksor have not been adequately
resolvedintheopinion of thecustomer. TheCon-
sumer Protection Act No. 68 of 1986, which im-
pactsfinancial institutions, establishedtheCentral
Consumer Protection Council and the State and
District Consumer Protection Councils, and es-
tablishes courts at the district, state, and national
level fortheresol utionof customer disputes. Courts
are located in district headquarters and do not
requirelegal representationinorder topressclaims;
however, customers may be reluctant to pursue
these optionsduetotheduration of decision-mak-
ingandthelikelihoodthat bankswill simply appeal
unfavorable outcomes.

TheBanking Codesand StandardsBoard
of India(BCSBI), whichstarted asacollaborative
venture betweenthebankingindustry andthe RBI
in 2005, serves as an independent and autono-
mous watchdog for the industry. The BCSBI is
engagedindevel oping standards, improvingtrans-
parency, and improving rel ations between banks
and customers, and boasts over seventy member
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banks. The BCSBI has developed the Banking
CodeRules(coveringmember bank obligationsto
BCSBI) and the Code of Bank's Commitment to
Customers Code (covering member bank com-
mitments to customers), also referred to as the
Fair PracticesCode, withwhichall member banks
must comply. The BCSBI asorequiresall banks
todisseminateinformationto customersand man-
agesaweb-based hel plinefor customersalthough
itisnot widely used>.
Suggestions:

Theinstructionsthat banks should allocate6:
a. Alwaysuseasecured Wi-Fi connection, where

you have a unique user name and password,

before sending any sensitiveinformation over
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your mobilephone.

b. Download your bank'smobileapplicationfrom
alegitimateapp storeassoci ated withyour phone
and useit every time, soyou canbesureyou are
visiting thereal bank every timeand not acopy
cat site.

c. Install anti-malware technology, and back up
dataregularly.

d. Configure your device to auto-lock after a pe
riod of time with a password of six-to-eight al
phanumeric characters.

e. Keepyour appsand devicesoftware up-to-date.
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